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Abstract-cloud computing is Internet-based computing, whereby shared resources, software and information, are
provided to computers and devices on-demand, like the electricity grid. It aims to construct a perfect system with powerful
computing capability through a large number of relatively low-cost computing entity, and using the advanced business
models like SaaS (Software as a Service), PaaS (Platform as a Service), laaS (Infrastructure as a Service) to distribute
the powerful computing capacity to end users’ hands. Cloud Computing represents a new computing model that poses
many demanding security issues at all levels, e.g., network, host, application, and data levels. The variety of the delivery
models presents different security challenges depending on the model and consumers’ Quality of Service (QoS)
requirements. Confidentiality, Integrity, Availability, Authe nd Privacy are essential concerns for both Cloud
providers and consumers as well. This paper introduces es in cloud computing such as security, privacy,
reliability and so on. This paper surveys the security g d computing.

Introduction
omputing platform dynamically provisions,
configures, reconfigures, and deprovisions servers as s 1 e applications that are extended to be
accessible through the Internet. T ications owerful servers that host Web
applications and Web services. Cloud i ators to find resources
to develop, test, and make t to focus on the
innovation rather thal indi enable the innovation. A cloud is a pool of
virtualized comput i including batch-style back-end jobs and
interactive, user- i led-out quickly through the rapid

provisioning of vi e ng, highly scalable programming

models that allo ads to recover from many unavoidab re/software failures and [ Monitor esource use in

real time to enable ncing of allocations when needed [1].

Cloud Architectu

Delivery of cloud comp prises hardware and so esigned by a cloud architect who typically works for a

cloud integrator. It typica nts communicating with each other over application

programming interfaces, usual embles the UNIX philosophy of having multiple programs
doing one thing well and working to faces. Complexity is controlled and the resulting systems are

more manageable than their monolithic cou

Fig.1: Architecture of Cloud
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Cloud architecture extends to the client, where web browsers and/or software applications access cloud applications.
Cloud storage architecture is loosely coupled, where metadata operations are centralized enabling the data nodes to scale
into the hundreds, each independently delivering data to applications or users. Security is the challenge seen related to
Cloud Computing according to our architecture. The main security concerns include performance, reliability compliance,
privacy in interoperability and visibility under virtualization.

Cloud computing technologies can provide organizations competitive advantage in the market, cost reductions, higher
margins, simplified maintenance and management of applications across the enterprise, greatly extended scalability,
agility, high availability, automation, large data storages and reliable backup mechanisms. By using Cloud Computing
environments, organizations can focus on their core business as opposed to concerning themselves about infrastructure
scalability. Organizations may explore use of cloud computing initially for better performance through peak demand
periods but eventually adoption could spread to other areas.

Service Models

Cloud computing is an innovation of traditional andard, every enterprise is using different
architecture. At the bottom of the upper service laye e (laaS) supplies computing resources and
storage resource for users. In the ca i i ides an intermediate platform to run
arbitrary operating systems and so : of the cloud service layer, it

can give users better performance, a lot of infrastructure

modules can be use . oud service layer is the SaaS, it provides

application, which i o the user’s service, a deploying the e in a network environment, so that the

software can be r r a multi-user platform. [3,4].

Cloud Clients

Wieb browser, mobile app, thin client, tarminal
emulator, ...

g

Saas

CRM, Email, virtual desktop, communication,
games, ...

Paas

Execution runtime, database, web server,
development tocls, ...

Application

Platform

laas

Virtual machines, servers, storage, load
balancers, network, ...

Infra
slructure

Deployment model
Public Cloud- A public cloud is one in which the infrastructure and other computational resources that it comprises are

made available to the general public over the Internet. It is owned by a cloud provider selling cloud services and, by
definition, is external to an organization. Private Cloud- A private cloud is one in which the computing environment is
operated exclusively for an organization. It may be managed either by the organization or a third party, and may be hosted
within the organization’s data center or outside of it. A private cloud gives the organization greater control over the
infrastructure and computational resources than does a public cloud. community clouds-A community cloud is somewhat
similar to a private cloud, but the infrastructure and computational resources are shared by several organizations that have
common privacy, security, and regulatory considerations, rather than for the exclusive use of a single organization. Hybrid
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Cloud- A hybrid cloud is a composition of two or more clouds (private, ommunity, or public) that remain unique entities but
are bound together by standardized or proprietary technology that enables interoperability[5].

Cloud computing characteristics
Cloud computing exhibits the following key characteristics:

e Agility improves with users' ability to re-provision technological infrastructure resources.

e Application Programming Interface (API) accessibility to software that enables machines to interact with cloud
software in the same way the user interface facilitates interaction between humans and computers. Cloud
computing systems typically use REST-based APIs.

e Costis claimed to be reduced and in a public cloud delivery model.This is purported to lower barriers to entry, as

infrastructure is typically provided by a third-party an ot need to be purchased for one-time or infrequent

intensive computing tasks

e Device and location independence enab
location or what device they are usin is off and accessed via the Internet, users can
connect from anywhere.

e  Multi-tenancy enables shari 3 ers thus allowing for:

time, witho

Issues in Clo

As cloud computi chieving increased popularity, concerns ing voiced about the security issues introduced

through the adoptiol is new model. The effectiveness and effici traditional protection mechanisms are being

reconsidered as the ¢ istics of this innovative deplo er widely from those of traditional architecture

[6]. as more and more in on individuals and com is placed in the cloud, concerns are beginning to grow

about just how safe an envir

. Privacy Different from tl uting model, cloud computing utilizes the virtual computing

technology, users’ personal data may be scattered in various virtual data center rather than stay in the same
physical location, even across the national borders, at this time, data privacy protection will face the controversy
of different legal systems. On the other hand, users may leak hidden information when they accessing cloud
computing services. Attackers can analyze the critical task depend on the computing task submitted by the users
[9]. The cloud model has been criticized by privacy advocates for the greater ease in which the companies
hosting the cloud services control, and, thus, can monitor at will, lawfully or unlawfully, the communication and
data stored between the user and the host company. The relative security of cloud computing services is a
contentious issue that may be delaying its adoption. Security issues have been categorized into sensitive data
access, data segregation, privacy, bug exploitation, recovery, accountability, malicious insiders, management
console security, account control, and multi-tenancy issues. Solution to various cloud security issues vary
through cryptography, particularly public key infrastructure (PKI), use of multiple cloud providers, standardization

of APIs, improving virtual machine support and legal support[6, 7, 8]
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Abuse As with privately purchased hardware, crackers posing as legitimate customers can purchase the

services of cloud computing for nefarious purposes. This includes password cracking and as a means of

launching attacks.

« Secu rity Where is your data more secure, on your local hard driver or on high security servers in the cloud?

Some argue that customer data is more secure when managed internally, while others argue that cloud providers
have a strong incentive to maintain trust and as such employ a higher level of security.However, in the cloud,
your data will be distributed over these individual computers regardless of where your base repository of data is
ultimately stored. Industrious hackers can invade virtually any server, and there are the statistics that show that
one-third of breaches result from stolen or lost laptops and other devices and from employees’ accidentally

exposing data on the Internet, with nearly 16 perceatidééitoyinsider theft [9].
. Reliability Servers in the cloud have thé same problems as,your own resident servers. The cloud servers

also experience downtimes and slowdowns, what the difference is that users have a higher dependent on cloud
service provider (CSP) in the model of‘cloud eomputing. There is @ big difference in the CSP’s service model,

once you select a particular CSP, you may be locked-in, thus bring a potential business secure risk.
o Legal ISSUES Regardiéss of efforts to bring intohline the lawful situation,.as of 2009, supplier such as

Amazon Web Services provideto major markets by developing restricted road“and rail network and letting users
to choose “availability zones” [10]."On the,other hand, worries stick with safety measures and confidentiality from

individual all the way through legislative levels.
. Open Standard Open standards are critical to the growth of ¢loud computing. Most cloud providers

expose [APIs which are typically well-documented but also unique to their implementation and thus not
interoperable.. Some vendors have adopted others™APIs [L11] and there are’a number of open standards under

development, including the OGF's Open Cloud Computing Interface.
e Freedom Cloud computing does not allow users to physically pessess the storage of the data, leaving the data

storage and control'in the hands of cloud providers. €ustomers will contend that this is pretty fundamental and
affords them thetabilityato retain their own copies of data in a form that retains their freedom of choice and
protects them against certain,issues out of their gontrol whilst realizing the tremendous benefits cloud computing

can bring [12].
e Long-term Viability You‘should be sure that the data you put into the cloud will never become invalid
even your cloud computing provider go broke or get acquired and swallowed up by a larger company [13].

e  System Integrity Clouds require protection against intentional subversion or sabotage of the functionality of
a cloud. Within a cloud there are stakeholders: subscribers, providers, and a variety of administrators. The ability
to partition access rights to each of these groups, while keeping malicious attacks at bay, is a key attribute of
maintaining cloud integrity. In a cloud setting, any lack of visibility into a cloud's mechanisms makes it more
difficult for subscribers to check the integrity of cloud-hosted applications[14].

¢ CONCLUSION

With the continuous growth and expansion of cloud computing, security has become one of the serious issues.
Cloud computing platform need to provide some reliable security technology to prevent security attacks, as well
as the destruction of infrastructure and services. There is no doubt that the cloud computing is the development
trend in the future. Cloud computing brings us the approximately infinite computing capability, good scalability,
service on-demand and so on, also challenges at security, privacy, legal issues and so on. But to solving the

existing issues becomes utmost urgency. To protect against the compromise of the compliance integrity and
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security of their applications and data, firewall, Intrusion detection and prevention, integrity monitoring, log

inspection, and malware protection. Proactive enterprises and service providers should apply this protection on

their cloud infrastructure, to achieve security so that they could take advantage of cloud computing ahead of their

competitors. These security solutions should have the intelligence to be self-defending and have the ability to

provide real-time detection and prevention of known and unknown threats. To advance cloud computing, the

community must take proactive measures to ensure security. Data encryption, Identity management
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