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ABSTRACT  

A mobile ad hoc network (MANET) consists of wireless mobile nodes without having a fixed infrastructure. The 
communication between these mobile nodes is carried out without any centralized control. The communication among the 
nodes within the infrastructure less networks is done through some routing protocol. But whenever any mobile node want 
to communicate a node in a network that is outside the ad hoc network such as internet, there should be an appropriate 
mechanism for establishing this connection. Gateway discovery is a fundamental process in connecting MANET with the 
internet. A mobile node can connect to the internet by discovery of some specialized nodes called as gateway nodes 
These Gateway nodes act as a bridge between the mobile ad hoc networks and the internet. The basic aim of the gateway 
discovery approach is to modify the route discovery process so that it is not only used for discovery of destination mobile 
nodes but also the gateways. In this paper we are going to present a review of various gateway discovery approaches 
which are used for establishing the interconnection of mobile ad hoc networks and internet.  
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1. INTRODUCTION  

A mobile ad hoc network [1] is organized as the collection of various mobile nodes. It is formed spontaneously in the areas 
where establishing an infrastructure network causes delay in the work as well as enhances the cost. These areas include 
flooded areas, earthquake affected areas, etc. As the nodes are mobile there is not any fixed infrastructure of MANET. 
The mobile ad hoc network is composed of portable nodes, notebooks and palmtops. This portability brings a significant 
issue of mobility. This is a key challenge in ad-hoc networks. The nodes in the mobile ad hoc networks are constrained to 
use limited resources. They have low battery power, limited user interface and low quality display. The nodes in the mobile 
ad hoc networks can communicate with one-another through the use of some routing protocol which decides which way to 
route the information from source to destination. This communication among the mobile nodes occurs for retrieving the 
essential information they need. When a mobile node wants any information outside the mobile ad hoc network in which 
they are present, they have to use some mechanism other than routing protocol. The communication between mobile ad 
hoc networks and the internet occurs through some special approach called as gateway discovery. The gateway [2] acts 
as an interface between the mobile ad hoc network and the internet. As the nodes are mobile the topology of the MANET 
changes frequently. Therefore managing permanent connection to the internet is a critical issue in mobile ad hoc 
networks. Gateway eliminates this difficulty by taking over all the communication between MANET nodes and the internet. 
All the incoming and outgoing traffic between the MANET and internet passes through the gateway that forwards it to the 
appropriate destination. Different mechanisms have been proposed to integrate MANETs and the Internet. The 
communication between MANET and internet is shown in figure1. 
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Fig 1: Integration of MANET with Internet 

The Figure shows two networks. One is the mobile ad hoc network and the other one is the internet. The communication 
among the mobile nodes is easier and the nodes can communicate directly, while the communication between mobile 
node and an internet server is through the gateway only. 

The paper is organized as following. Section 2 presents fundamentals of internet gateway discovery. Section 3 gives the 
classification of internet gateway discovery approaches. Current proposals on various internet gateway discovery 
schemes is discussed in section 4. A tabular comparison of these proposals is given in section 5. The conclusion and 
future scope of the paper is given in section 6.Various latest trends of research on internet gateway discovery is presented 
in section 7.Finally section 8 contains the organization of the references used in the paper. 

2. INTERNET GATEWAY DISCOVERY FUNDAMENTALS         Gateway Discovery  is a 

method [29] which allows a MANET node to discover an IGW [21] to which traffic for the Internet can be delivered, and 
from which traffic returned from the internet can be received. The different discovery mechanisms can be classified into 
three sub-classes: proactive, reactive, or hybrid. In the proactive approach [22], each IGW broadcasts periodically an 
advertisement, while in the reactive approach a MANET node sends a solicitation and waits for a reply from the IGW. 
Proactive approach requires much traffic overhead on the MANET, while the reactive approach [23] causes higher delay. 

The hybrid approach [24] compromises with the balance, in which each IGW periodically broadcasts the advertisement 

within the radius of n-hops. MANET nodes that are located further than n-hops away from the IGW, must use                                      
the reactive approach to discover the IGW. One more gateway discovery approach which is               being used now a 
days is adaptive gateway discovery which dynamically adapts itself.                                                  Gateway selection [29] 
is used when a MANET node discovers multiple IGWs for accessing the Internet. Gateway selection is based on multiple 
parameters which are as following.  

Shortest hop count [30] is the number of intermediate hops from the node to the gateway.                Load-balancing 
[31] is used for MANET nodes within the same MANET domain to send intra MANET traffic to choose different immediate 

node to destination while for inter-MANET traffic, choosing different IGWs for forwarding traffic from MANET to Internet 
and vice versa                    Euclidean distance [32] is the spatial distance between the MANET node and the IGW. 

2.1 Address Auto-Configuration  

One of the requirement of MANET is to support IP services and the IP traffic routing with the Internet. So for this purpose 
MANET address space based on IPv4/IPv6 is required. Once a mobile node has chosen one gateway, every traffic sent 
through this gateway to the internet need a source address with the same prefix as the Gateway. Moreover, the MANET 
addressing schemes must be auto-configured [25] and distributed to support for the self-organized and dynamic 
characteristics of MANETs. Ad hoc hosts require an address auto-configuration mechanism in order to configure a globally 
routable address instead of alternatives such as Network Address Translation (NAT).There are various addressing 
schemes for MANETs based on IP address auto configuration [26].They can be categorized into two classes. One is 
conflict detection allocation [27] and other one is conflict-free allocation [28].  

Conflict-detection allocation mechanisms requires to choose an IP address from a set of available addresses, configuring 
it as temporary address and asking the rest of the nodes of the network to verify the address uniqueness and requesting 
for approval from all the nodes of the network. If there is an address conflict, the address has been already configured by 
another node and the node should pick a new address and repeat the method. This process is called duplicate address 
detection (DAD).  
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Conflict-free allocation mechanisms, on the other hand, assume that the addresses are delegated uniquely, and that they 
are therefore not being used by any other node in the network. This can be acquired by ensuring that the nodes, which 
allocate the addresses, have disjointed address pool. So here the DAD procedure is not required. 

2.2  Protocol Stack 

Whenever any node in the MANET wants to send the traffic towards an internet node then it must be transmitted via the 
gateway. So the gateway has to translate between these two different protocols and must understand both. Therefore, it 
needs to implement both the MANET protocol stack and the TCP/IP suite [22]. The protocol stack for the MANET-
INTERNET integration is as following. 

 

Fig 2: Protocol architecture for interconnection between mobile ad hoc network and  internet Host. 

2.3  Gateway Forwarding 

Internet gateway forwarding [33] is used to forward traffic within the MANET, out of the MANET to the Internet, or from the 
Internet to the MANET. It can be categorized into inter-MANET and intra-MANET forwarding strategies. The inter-MANET 
forwarding strategies uses two main methods, default routes and tunneling. 

Default routes [34] are used by the default next-hop to send packets to those nodes which do not have any explicit 
entry in their routing table. Usually, the default route is used to forwards packets towards an IGW, where packets are 
further forwarded towards the destination in the Internet. 

Tunneling [35] is the IP-in-IP encapsulation technique which is used to get traffic into and out of the MANET. The 
outer IP header is for the tunneling connection between the source MANET node and the IGW, while the inner IP 
header is for the connection between the source MANET node and the destination. 

2.4 Handoff In Manet-Internet Connectivity 

A node performs a handoff if it changes its IGW while communicating with a correspondent node (CN) in the Internet [36]. 
In conventional mobile networks, e.g., WLANs, the quality of the wireless link between a mobile node and the neighboring 
access points (APs) determines to perform handoff from one AP to another. The performance of these types of handoffs 
depends on the mobility management protocol in the access network. In MANETs, on the other hand the situation is quite 
complex because some of the nodes do not have a direct wireless link to an AP, but they are connected via other 
intermediate nodes. Thus, they cannot initiate handoffs that are based on the link quality to the AP. Rather, the complete 
multi-hop path to the AP, which serves the current IGW, must be taken into consideration. A handoff can occur only if an 
ad-hoc node itself or any intermediate ad hoc node moves and breaks the active path. In general, if the path between an 
ad-hoc node and the IGW breaks and there is no other path to the same IGW, the ad-hoc node has to perform IGW 
discovery to establish a new path to another IGW. 

Multi-hop handoff schemes can be classified into forced handoff and route optimization-based hand off [37].Forced 

handoff occurs when the path between the source or destination mobile node and the IGW is during data transmission due 
to the movement of the MANET node. So, a new path to the internet has to be set up. Route optimization-based hand-off 
is a handoff that results from route optimization. If the source or target MANET node observes that a shorter path to the 
internet becomes available while communicating with a corresponding node, the active path will be optimized. In case the 
shorter path goes via a different IGW, a route optimization-based handoff occurs. 

3. TAXONOMY OF GATEWAY DIS-COVERY APPROACHES 

There have been several approaches for gateway discovery. One such classification is given as following [3]. 
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                             Fig 3: Classification of gateway discovery schemes. 

3.1 Proactive Gateway Discovery Scheme 
This scheme [4] makes use of a special message called as gateway advertisement [5]. The Gateway discovery is initiated 
by the gateway itself. The Gateway broadcasts a gateway advertisement message which is rebroadcasted after a certain 
time interval called as advertisement interval. The time between two intervals is chosen in such a way that the network is 
not overwhelmed by the traffic. The nodes which are in the range of the gateway receive the advertisement message. On 
receiving the message the nodes which don‟t have route to gateway create a route entry for it in their routing table. Those 

nodes which have a route to gateway update their routing information. 

3.2 Reactive Gateway Discovery Scheme 

In reactive gateway discovery [9] scheme the nodes demand route to the gateway reactively. Whenever any node wants 
to fetch some information from the internet, it broadcasts a Route Request message (RREQ) to the IP address of a group 
of all gateways in the mobile ad hoc networks using ALL_MANET_GW_MULTICAST address. This message is received 
and replied only by the gateways. The intermediate nodes do not to reply to this message on receiving such message they 
just rebroadcast them. The advantage of this approach is that control messages are generated only when a mobile node 
needs information about reachable gateways. On receiving RREQ message gateways reply source node with the 
corresponding route reply (RREP) messages by uni-casting them. After that mobile nodes can access the internet easily 
as the connection has been established. 

3.3 Hybrid Gateway Discovery Scheme 

The hybrid gateway discovery scheme [13] is the combination of both proactive and the reactive approaches. Firstly the 
gateway broadcasts the Gateway Advertisement message proactively to an area confined to a limited number of hops 
which is called as the TTL value of the message. The TTL is set to advertisement zone so that the advertisement 
message can be forwarded only up to this maximal number of hops through the ad hoc network. This area is called as the 
proactive zone. The nodes that are outside the proactive zone establish connection to the gateway reactively. The format 
of gateway advertisement message is as following. 

                                                                                            
Fig 4:  Gateway Advertisement message format 

3.4 Adaptive Gateway Discovery Scheme 

Information is easily provided by the gateway only if it is routing those data grams that it would receive anyway. Adaptive 
gateway discovery algorithm is based on this idea. In this approach number of hops of its active source location is 
maintained. 

4. CURRENT PROPOSALS 

In this section we present a summary of various gateway discovery proposals which have been proposed by various 
researchers. 
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Khan et.al.[8]                   Sandhu et. al.[10]       Bouk et. al[14]                 Palani et. al.[17]  
 
Khan et. al.[6]                 Chaba et. al.[11]          Lee et. al.[53]                  Domingo et. al[16]          
 
Rosenchon et. al.[39]     Broch et . al.[19]          Zhuang et. al.[15]            Trujillo et. al.[38]      
 
Brannstrom et. al.[42]     Ammari et. al[18]         Iqbal et. al.[41]                Ruiz. et. al.[40]         
  
Jelger et. al.[46]                                                  Wakikawa et. al.[20]        Bin et. al.[47]        
 
                                                                            Sun et. al[43]                  Carbera et. al.[48] 
 
                                                                            Hamidian et. al.[44]        Park et. al.[49]     
 

                                                                                          Moshrify et.al.[45]           Ratanchandani                                                                                                                                          
                                                                                                                                 et.al[51] 

                                                                                
                                                                            Jonsson et. al. [50]          Ghassemian 
                                                                                                                      et. al.[52] 

                                         Fig 5: Hierarchy of Various Proposals 

Khaleel Ur Rahman Khan et al. [8] proposed a protocol in which each mobile host maintains a routing table that 
stores the number of hops, and the sequence number for all the destinations. The routing table updates may be time-
driven or event-driven. The interval between the two updates is known as the periodic route update interval. In DSDV the 
low packet delivery ratio is because of usage of stale routes due to broken links. The existence of stale route does not 
imply that there is no valid path to the destination. The packets can be forwarded through other neighbors who may have 
routes to the destination. When an intermediate link from the host say „S‟ to the destination say „D‟ breaks, the Effective 
DSDV protocol creates a temporary link through a neighbor which has a valid route to the desired destination. The 
temporary link is created by sending one hop ROUTE-REQUEST and ROUTE-ACK messages.. 

In this section we briefly describe the scheme of K.Palani et al. [17] based on the maximal source coverage 
algorithm. Initially, the gateways do not send control advertisements (GC REP) periodically. When a node needs a route 
to the Internet, it issues a GC REQ message which is flooded throughout the network. The gateways present in the 
MANET receive the GC REQ and send a GC REP message in unicast to the originator. It contains the subnet prefix which 
is later on used by the node to auto-configure its global IP address. Reverse routes to the node are created as the GC 
REQ message is being forwarded, and routes to the gateway when the GC REP is sent back. So, the ad hoc node can 
start sending data traffic to the internet after configuring its global address. Data packets addressed to nodes in the 
internet pass through a gateway. Thus, it can collect the number of hops from itself to every source. The TTL of the GC 
REP messages which are periodically flooded is set to the distance to the farthest source. The motivation behind this is 
that active sources are covered by the proactive sending of control messages, and therefore we can avoid the reactive 
route discovery when the route to the Internet is lost, which is very expensive in terms of control overhead.  

Khaleel Ur Rahman Khan, et. al.[6] proposed eDSDV or extended DSDV protocol which is based on dynamic 
buffer management strategy instead of the fixed size buffer technique. With this approach the chances of discarding the 
packets are very low. In case of broken links the RREQ packets are broadcasted with a hop count of two rather than one. 
Performance of the conventional DSDV algorithm fades because of increase in the network size and the rates of mobility. 
This algorithm improves various performance metrics of the DSDV protocol such as packet delivery ratio, end-to-end 
delay and the number of dropped packets. When a next hop link from the source to the destination breaks, the proposed 
protocol creates a provisional link through a neighbor which has a valid route to the desired destination[7]. The provisional 
link is created by sending two hop route-request and route-acknowledgement messages. This mechanism is explained in 
figure 5. 

Harpreet Kaur Sandhu et al. [10] proposed AODV+, an enhanced version of the AODV protocol. In the traditional 
AODV protocol the mobile node initiates the route discovery process by broadcasting the route request message (RREQ) 
with its own IP address as the source IP address and destination IP address of an internet host. When an intermediate 
node receives the RREQ packet, it searches its routing table for a route on the way to the destination i.e. the internet host. 
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If there is no route, the intermediate node updates its routing table and found, rebroadcasts the RREQ messages. If the 

route is according to AODV the intermediate node would send RREP back to the source of RREQ. The source thinks that 
the destination is a mobile node that can be accomplished via the intermediate node. It is significant for the source node to 
know that the destination is an internet host and not a mobile node because they are processed in a different way. This 
shortcoming of AODV was removed in AODV+. It prevents an intermediate node to send back RREP to the source of the 
RREQ. If the destination is an internet host instead, the intermediate node updates its routing table and rebroadcasts the 
received RREQ message.  

Yogesh Chaba et al. proposed a gateway selection protocol that is used for hybrid MANETS. The multipath 
extension [11] is useful because if one of the path fails the data can be routed through another path .It consists of two 
phases. One is the request phase and the other one is the reply phase. In request phase the source node broadcasts a 
route request (RREQ) packet to its neighbors and it is broadcasted until it reaches for the destined node. In the Reply 
phase the route reply (RREP) is sent to the source by the destination. This way the route cutoff problem is solved. 

In MANET, nodes move at random speed and direction that result in a dynamic topology. Safdar  Hussain  Bouk  
et. al.[14] proposed a gateway discovery scheme in which movement of each node is considered as a sequence of 
random length intervals called epochs during which a node moves in a direction θ at a constant speed v. In this situation 
the link availability period between two nodes is varying at different time intervals and the path availability period between 
two nodes that are not immediate neighbors of each other, is equal to the minimum link availability period between 
intermediate nodes in that path. Li represents the minimum link availability period and lu is the link availability period 
between two neighboring intermediate nodes in a path from a source MANET node (S) to the gateway node and 
Li=min{lu}. Almost all protocols just compute the traffic load of a gateway node and based on that information they select 
gateway. The residual load capacity of a path is the minimum available load capacity at any node, including intermediate 
nodes and the gateway node, in that path. The overall residual load capacity Ci of path i is computed as Ci=min{cj} where 
cj denotes the residual capacity of the intermediate nodes in the route including gateway node. Latency is the propagation 
delay plus processing time of a packet from one node to another node.. 

 

 

                                          Fig 6: Zone Division in Hybrid MANET 

The figure indicates that zone is divided through the propagation of gateway advertisement (GWADV) messages.  

Lee et al. [53] proposed a hybrid gateway discovery protocol that requires a source routing protocol in the Ad Hoc 
network. A gateway sends out new advertisements only when it detects any topology change in the Ad Hoc network. 
Moreover, advertisements are only forwarded to nodes that are either connected to the Internet or that have actually 
moved. Advertisements are only generated if the ratio between the number of Internet joining nodes and the number of 
advertisement forwarding nodes exceeds a threshold. The traditional advertisements are broadcasted with a relatively 
long time interval. They rely on a source based routing protocol, that obstructs the application to particular type of routing 
protocol.  

Lin Zhuang et al. [15] proposed a hybrid gateway discovery approach. An Internet gateway periodically 
broadcasts a GWADV. The nodes that receive GWADV create or update reverse route entries for the IGW and maintain 
such routes as default entries in their routing tables. MNs that cannot receive GWADV issue Route Request for IGW 
packets (RREQ_I) to discover gateway reactively. To avoid unidirectional links and meanwhile to relieve broadcast storm, 
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Shen improves the original hybrid gateway discovery scheme by extending AODV hello messages with local connectivity 
information. Each MN maintains a Neighbor Node List (NNL) to record its set of neighbors (i.e., all nodes from which it can 
hear hello message) and it then appends this set in its coming HELLOs. When a node receives a hello message from a 
neighbor, it will add it into                       its NNL and if it is not present in the neighbors set in this hello message, the  node                                               
can conclude that it is the sink of a unidirectional link between them and mark this neighbor as asymmetric neighbor in 
NNL. Otherwise the neighbor will be marked as symmetric neighbor. 

Wakikawa et al. [20] proposed an approach to global Internet connectivity over the IPv6 MANET environment, 
where mobile nodes in the Ad Hoc network are configured with new globally routable IP addresses based on the neighbor 
discovery protocol (NDP) of IPv6. The gateway advertisement message contains the global IPv6 address of the gateway, 
the network prefix advertised by the gateway, the prefix length and the life time associated with this information. They 
specify a stateless auto-configuration mechanism, which is based on network prefixes advertised by Internet gateways. 
The nodes concatenate an interface identifier to one of those prefixes in order to generate the IP address.  

Mari Carmen Domingo et al.[16] proposed an adaptive gateway discovery approach that has been mainly 
designed to reduce congestion problems in an ad hoc network and that helps real-time applications to maintain their QoS 
parameters even in the presence of high traffic. This approach defines a transmission range where the gateways 
periodically send advertisement messages and they are propagated around a limited zone (a certain number of hops away 
from the gateway). If a mobile node wants Internet connectivity and it is outside the gateways transmission range and the 
propagation zone of the gateways advertisements, it should broadcast a message to the group of gateways in the ad hoc 
network. The gateways should respond sending back a reply and the routing protocol of the mobile node selects the reply 
of the gateway which offers the best route towards internet in terms of number of hops accordingly to the normal 
functioning of the AODV routing protocol.  

Broch et al. [19] proposed a solution for the integration of MANET with Mobile IP using a source routing protocol. 
It contains a border router, which has two interfaces. The communication within the ad hoc network is done through the 
DSR protocol. While its interface connected to the Internet is configured to use normal IP routing mechanisms. Mobile 
nodes in an Ad Hoc network are assigned home addresses from a single network. The nodes within range of the foreign 
agent act as gateways between the Ad Hoc network and the Internet. As a reactive approach, foreign agent discovery is 
only done when required. Traditional IP routing is used on the Internet side while within MANET DSR protocol is used. 
Foreign agents are responsible for connecting the Ad Hoc network with the Internet. 

In [38] F. D. Trujillo et al. proposed an adaptive gateway discovery scheme. In the proposals of proactive 
gateway discovery schemes, the interval of emission of MRA messages (Modified Router Advertisement) is fixed to a 

constant value T. This interval is dynamically configured in this approach. The optimal value of T depends on the network 
conditions such as the load, the node mobility, the number of traffic sources. Here, the gateway adjusts the T taking into 
account the number of received MRA messages which are retransmitted by the gateway‟s neighbors. When the gateway 
receives various MRA messages from its , it means that all these nodes have updated the routing entry to the gateway 
accordingly. Additionally, when the number of neighbors is high, we may assume that most routes to external hosts are 
composed of few number of hops. It causes the routes to have a longer lifetime .In this situation, the T could be 
incremented. However, when the gateway receives few MRA packets from its neighbors, it must decrease the T to ensure 
that nodes keep a valid route to the gateway when they require to be connected to internet.  

In [39] Rosenschon et al. proposed a proactive gateway discovery scheme which makes use of hello messages 
to connect the MANET node to the internet. The ad hoc routing protocol such as AODV uses HELLO messages for 
neighborhood management. The gateway will send two types of packets periodically which are advertisements and 
HELLO messages. Here, every node sends HELLO messages periodically with a time to live (TTL) of 1. The idea of this 
gateway discovery algorithm is that if a gateway uses HELLO packets for neighborhood discovery it does not need to send 
advertisements with a TTL of one additional to the HELLO messages. The advertisements can then be neglected and they 
may be substituted by special HELLO messages. Therefore, a flag was introduced to indicate that a special HELLO 
message was initiated by a gateway node and not a normal node. This flag was called the I-flag and thus, the modified 
HELLO messages are called HELLO-I messages. Since the HELLO messages were derived from RREPs there are empty 
fields in the header that can be used for the additional purpose for this kind of gateway discovery.  

In this section we describe an adaptive gateway discovery mechanism proposed by Pedro M. Ruiz et al.[40] 
being that is able to dynamically change its proactiveness or reactiveness and can reduce the overhead of the gateway 
discovery. Here we describe a new adaptive gateway discovery approach based on the dynamic adjustment of the TTL of 
GWADV messages. In this approach the TTL of the GWADV messages is used as the parameter to adjust depending on 
the network conditions. The higher the TTL value, the higher the overhead due to the periodic advertisement and the lower 
the overhead associated to the reactive discovery of the Internet gateways. That is, the higher the TTL the higher the 
proactiveness of the approach. When TTL is NIL then it corresponds to a totally reactive approach. While, when TTL is 
equal to NETWORK DIAMETER it corresponds to a completely proactive scheme. 

Md. Asif Iqbal et al. [41] has proposed a hybrid gateway discovery scheme for internet gateway discovery. When 
a mobile node in the MANET wants to access the Internet, then it has to find a gateway. So, mobile node in this gateway 
discovery scheme looks in its routing table to find a default route i.e. a route to a gateway. If the mobile node finds a 
default route, it uses the route to send packets to the gateway i.e. to the Internet. However, if the mobile node does not 
find a route to a gateway in its routing table, it starts a gateway discovery process by broadcasting a gateway discovery 
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(GWDSC) message in the MANET. While broadcasting the GWDSC message, the requesting mobile node sets an initial 
time to live (TTL) value for the message and starts a timer to wait for the reception of the gateway advertisement message 
from the gateways. When an intermediate node receives the GWDSC message it creates a reverse route entry for the 
requesting mobile node in its routing table and forwards the GWDSC message to its neighbors. In this way, a GWDSC 
message reaches one or more internet gateways in the network. The Gateway broadcasts a GWADV message when it 
receives the GWDSC message. The TTL value of the GWADV message is set equal to the distance of the gateway from 
the requesting mobile node. 

Robert Brannstrom et al. [42] proposed a proactive gateway discovery scheme that is used to connect multi hop 
ad hoc networks with the internet. This approach reduces the delay in the gateway discovery process. As the 
advertisements may arrive to a mobile host through multiple paths, it is important to keep track of the best path to each 
gateway. Here the Running Variance Metric (RVM) and Relative Network Load (RNL) are used as performance metrics to 
classify the traffic load of gateways in wireless access networks. RVM and RNL can be efficiently used for infrastructure 
networks and ad hoc networks. In this scheme the Mobile IP is extended to enable mobile nodes to support multiple care 
of addresses simultaneously. The extension improves the network connectivity by enabling the mobile host, the home 
agent and correspondent hosts to evaluate and select the best connection. This extension is to Mobile-IP is called as 
multi-homed IP.  

Sun et al.[43] has proposed the integration of the Ad Hoc On-Demand Distance Vector (AODV) routing protocol 
and Mobile IP . It gives a technique for activating nodes within an ad Hoc network to acquire internet connectivity when 
one or more nodes is in direct transmission range of a foreign agent or an Internet Gateway Router. In this approach, an 
Ad Hoc network is connected to a foreign agent, which exhibits the similar working as an Internet gateway (IGW). Internet 
Gateway assigns a global prefix for the Ad Hoc network, which makes it possible for mobile nodes in Ad Hoc network to 
communicate with Internet. In integrating MANET and INTERNET AODV is used for route discovery and maintenance 
within MANET, while Mobile IP gives a way for mobile nodes to get care-of addresses.  

Hamidian et al. [44] proposed an approach which provides internet connectivity to Ad Hoc networks by modifying 
the AODV routing protocol. An “I” flag is added as an extension to AODV, RREQ and RREP to locate the fixed node. If 
after one network-wide search without receiving any corresponding route replies, the mobile node assumes that the 
destination is a fixed node, which is located in the internet and thus delivers the packets through a gateway. All the three 
methods of gateway discovery for a mobile node to access the internet are based on the number of physical hops to 
gateway as the metric for the gateway selection. 

Hossam El-Moshrify et al. [45] proposed a solution in which mobile nodes can access the internet via a stationary 
gateway node or access point. The impact of the mobile terminals speed and the number of gateways on the network 
performance are compared in this approach. In this proposal the mobile node uses no load balancing approach to 
efficiently discover an internet gateway.  

C. Jelger et al.[46] proposed a proactive gateway discovery approach in which internet gateways periodically 
advertise their presence by flooding information (GW_INFO) messages. This proposal uses a restricted flooding scheme, 
to limit the overhead of the proactive gateway discovery. The prefix continuity ensures that every node shares the same 
prefix and each gateway only receives IPv6 data packets belonging to its prefix. A mobile node chooses one of the 
GW_INFO messages according to some metrics. Then the node configures an IPv6 address based on the advertised 
prefix and sends only the GW_INFO message including the selected prefix. However, if the approach is unified with a 
reactive routing protocol, then a node in the network must discover a route otherwise it causes a break of the connection 
because of the property of the reactive routing protocol. It uses a stateless auto-configuration mechanism, which is based 
on network prefixes advertised by gateways. The nodes concatenate interface identifier to one of those prefixes to 
generate the IP address. A mobile node selects the optimal route towards the gateway using one of the metrics such as 
distance, stability, or delay from all the gateway information messages received.  

Bin et al. [47] proposed an adaptive gateway discovery scheme that can dynamically adjust the TTL value of 
GWADV messages. This protocol provides internet access to MANET mobile nodes using mobile IP .The protocol uses 
foreign agents to track and forward packets to and from mobile nodes. Foreign agent periodically calculates the average 
hops by RREQ_I message or registration request sent by mobile nodes requesting internet connectivity. So the 
transmission range of GWADV can be adjusted dynamically according to real time applications demand.  

In this section we describe an adaptive gateway discovery protocol proposed by Alicia Trivino Cabrera et al. [48] 
The aim of this proposal is to adapt the interval of emission of MRA messages to the mobility and traffic conditions of the 
mobile ad hoc network. So lower overhead is obtained while the losses do not increase. This scheme is based on the 
number of Modified Router Solicitation (MRS) messages generated by the mobile nodes in an interval of time called the 
MRS_COUNT_INTERVAL. The number of received MRS messages indicates the mobility and the necessity of updating 
the routes to the Internet. In this scheme, they observed the expected behavior of mobile nodes when the mobile nodes 
send the MRS messages to predict how many requests are expected to be received by the Internet Gateway in the next 
interval. This decision is taken based on the information about how the network is behaving at the present time and how it 
has behaved in past.  
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Bok-Nyong Park et al. [49] proposed an adaptive gateway discovery approach for ubiquitous connectivity of ad 
hoc network with internet. This approach improves the load-balancing feature. After the routes are discovered to 
gateways, ad hoc mobile nodes should be able to select one Internet gateway providing the best internet connection. In 
the Internet gateway selection, this approach uses method to distribute data packets into different gateways while keeping 
low offered load.  

Jonsson et al. [50] proposed a method, called MIPMANET based on AODV. It provides internet access by using 
tunneling and Mobile IP with foreign agent care-of addresses. Mobile nodes that want internet access register with a 
foreign agent and tunnel all packets destined for the Internet to the registered foreign agent. The packets destined for the 
internet are tunneled to the foreign agents, which in turn forward the packets to the destination in the internet. The hosts 
that do not want to access internet see the Ad Hoc network as a standalone network. The tunneling approach also 
enables MIPMANET to include the default route concept into on-demand routing. The Ad Hoc on demand distance vector 
routing protocol AODV is used within the mobile Ad Hoc network and delivers packets between mobile nodes and foreign 
agents. MIPMANET allows a visiting node to switch from its current foreign agent to a new one, a phenomenon known as 
handoff, only if it is at least two hops closer to the new one. It utilizes a new algorithm, called MIPMANET Cell Switching 
(MMCS), to determine when mobile nodes in the Ad Hoc network should register with a new foreign agent. In this solution, 
it is assumed that a mobile node that wants access to inernet has been assigned a home address that is valid on the 
Internet.  

Ratanchandani et al. [51] proposed a hybrid gateway discovery approach to discover gateways that limits the 
effects of broadcast overhead. In this approach AODV and two Mobile IP foreign agents are used to interconnect MANET 
and the Internet. However, the TTL of the foreign agent‟s advertisements is limited to only a few hops. Thus, only mobile 
nodes that are close to one of the foreign agents receive the agent advertisements. Nodes that are further away have to 
solicit advertisements reactively. Intermediate nodes are allowed to reply on a solicitation with agent advertisements and 
to eavesdrop and cache agent advertisement information that is sent by unicast to the requesting mobile node. The 
performance of this approach depends on the Time-To-Live (TTL) value, which is set for a particular scenario and network 
condition under considerations. In order to switch between foreign agents, the MIPMANET Cell Switching algorithm is 
used.  

Ghassemian et al. [52] proposed an approach in which the scalability of both proactive and reactive is compared 
with respect to the number of Internet Gateways. The fixed access network together with the Ad Hoc network creates a 
multi hop access network. The hybrid Internet gateway discovery approach is also compared that shows the average 
packet delay and the packet delivery ratio. This approach is beneficial because the packet delivery ratio is higher and the 
signaling overhead is also lesser for more number of gateways. 

In [18], Ammari et al. proposed a mobile gateway based on three-layer approach using both Mobile IP protocol 
and DSDV Ad Hoc routing protocol. The first layer contains Mobile IP foreign agents; the second layer includes mobile 
gateways and mobile internet nodes, which are one-hop away from Mobile IP foreign agents; the third layer has all 
MANET nodes and visiting mobile internet nodes that are at least one-hop away from mobile gateways. The second layer 
is to provide internet connectivity to MANET nodes and, thus to help establish interaction between MANET nodes and the 
Internet. Mobile gateways are powerful MANET nodes and are designed in a way to use both Mobile IP protocol when 
they communicate with the Internet. The DSDV protocol is used for routing within the MANET. The integration  framework 
considers using some border MANET nodes to connect the rest of MANET nodes to the Internet. These MANET nodes 
are referred as mobile gateways. 

5. COMPARISON AMONG EXISTING INTEGRATION APPROACHES 

In this section we present a comparative analysis of various protocols discussed above. 

                        Table1: Comparison and Correlation among existing proposals 

Proposed  

Protocol 

Gateway 

Discovery 

Approach  

Mobil
e IP 
Supp
ort 

Ad-Hoc  

Routing 

Protocol 

Multiple 

Gateway  

Support 

Stateful/ 

Stateless 

Duplicate 

Address 

Detection  

Limited 
Flooding 

Load 

Balancing 

Khan et. al.[8] Proactive YES DSDV YES Stateless YES NO YES 

K. palani et. 
al[17] 

Adaptive YES AODV NO Stateless YES YES YES 

Khan et. al[6] Proactive YES DSDV YES Stateless YES NO YES 

Sandhu et. al[10] Reactive YES AODV+ YES N/A YES YES N/A 

Chaba et. al.[11] Reactive YES DYMO YES Stateful N/A YES NO 

Bouk. et. al[14] 

 

Hybrid YES DSR  
,DSDV 

NO Stateless YES NO YES 

Lee et. al[53] Hybrid YES DSR YES Stateless YES NO N/A 
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Zhuang et.al[15] Hybrid YES AODV YES N/A YES NO YES 

Wakikawa 
et.al[20] 

Proactive 
,Reactive 

IPv6 Generic YES Stateless YES NO NO 

Domingo et. 
al.[16] 

 

Adaptive YES AODV,D
SDV 

NO Stateless YES NO YES 

Broch. Et. al[19] Reactive YES DSR NO Stateless YES YES YES 

Ammari et. 
al.[18] 

Reactive YES DSDV YES Stateless NO YES YES 

F.D Trujillo et. 
al.[38] 

Adaptive YES DSDV YES Stateless YES NO YES 

Rosenchon et. 
al.[39] 

Proactive N/A AODV YES Stateless NO NO NO 

Ruiz. et. al.[40] Adaptive YES DSDV YES N/A YES NO YES 

Iqbal et. al.[41] Hybrid NO DSR  
,DSDV 

NO Stateful YES NO YES 

Brannstrom et. 
al.[42] 

Proactive YES DSDV YES Stateless NO NO NO 

Sun et. al.[43] Proactive,
Reactive 

YES AODV YES Stateless YES NO YES 

Hamidian et. 
al.[44] 

Proactive,
Hybrid 

NO AODV YES N/A YES YES YES 

Moshrify et. 
al.[45] 

Proactive,
Reactive,
Hybrid 

NO AODV YES N/A YES YES YES 

Jelger et. al[46] Proactive N/A N/A YES Stateless YES YES NO 

Bin et.[47] Adaptive YES AODV YES N/A NO YES YES 

Carbera et. 
al.[48] 

Adaptive YES DSDV YES Stateless YES NO YES 

Park at. al.[49] Adaptive YES DSR,DS
DV 

NO N/A YES NO YES 

Jonsson et. 
al.[50] 

Proactive,
Reactive 

YES AODV YES Stateless NO YES YES 

Ratanchandani 

et. al.[51] 

Hybrid YES AODV YES Stateless YES NO YES 

Ghassemian et. 
al.[52] 

Proactive,
Reactive 

N/A AODV YES Stateless NO YES YES 

 

6. CONCLUSION AND FUTURE SCOPE 

The aim of gateway discovery is to provide the mobile nodes connectivity to the internet. Various protocols have been 
proposed for this purpose. Each of them tries to improve the efficiency of the internet access through the gateway node. 
The protocol which should be chosen for gateway discovery should improve the packet delivery ratio and should minimize 
the latency of data transmission from internet to mobile ad hoc networks and vice-versa. The most popular gateway 
discovery protocol which is being used now a days is the adaptive gateway discovery protocol. In near future various 
enhancements to this approach will arrive. We are working to improve the efficiency of gateway discovery process to 
improve the network throughput and reduce congestion. 

7. LATEST RESEARCH TRENDS 

Gateway discovery is a new and emerging area in the field of mobile ad hoc network. Various new protocols on gateway 
discovery are being proposed in every shorter span of time. Here we give a list of technologies which are popular now a 
days. 
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 Optimization Of Gateway Discovery Process in mobile ad hoc networks. 
 Gateway Selection for Hybrid MANETs. 
 Location-Aided Gateway Advertisement and Discovery Protocol for Vehicular ad hoc networks 
 Dynamic Clustering based adaptive gateway management for vehicular ad hoc networks. 
 Gateway Discovery Protocols based on multiple QOS Path Parameters between Mobile Node and Gateway 

Node. 
 Improvement  for working outside the MANET through extension of MANET Routing Protocol. 
 Extension of Gateway forwarding strategies used for MANET. 
 Adaptive Distributed Gateway Discovery in Hybrid Wireless Networks. 
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