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ABSTRACT

Mobile Ad hoc NETwork (MANET) is one of the important and unique applications. MANET does not require a fixed
network infrastructure, every single node works as both a transmitter and a receiver. Nodes communicate directly with
each other when they are both within the same communication range else they can propagate message to neighbor nodes
to pass the message. A new intrusion detection system named Enhanced Adaptive Acknowledgement (EAACK) specially
designed for MANETSs. By the adoption of MRA schemg apable of detecting malicious nodes despite the
existence of false misbehavior report. The results wil ive performances against Watchdog, TWOACK
and AACK in the cases of receiver collision, li yer and false misbehavior report. EAACK
demonstrates higher malicious behavior detectio es while does not greatly affect the network
performances. EAACK is designed based on (DSA) and RSA. Those techniques have
drawback due to network overhead. We need te btions, hybrid encryption or sign encryption
to protect our message.

General Terms
Digital Signature Algorithm, 3GPP Al
Indexing terms
MANET, IDS, EAACK

INTRODUCTI

By definition, Mo
and a receiver t
networks require
can be quickly an
which the existing

hoc Network (MANET) is a co
mmunicate with each other via

ed with both a wireless transmitter
er directly or indirectly. Ad hoc
pase stations or access points, and
scenarios in which no infrastructure exists, or in
reasons such as security or cost. Applications
such as military ex fit from ad hoc networking, but secure and
reliable communicati strial remote access and control via wireless
networks are becomin of the major advantages of wireless networks is its ability
to allow data communic maintain their mobility. However, this communication is

Fig. 1 Mobile Ad Hoc Network
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FEATURES AND CHALLANGES

Features like autonomous terminal, distributed operation, multihop routing, dynamic network topology, fluctuating link
capacity and light weight terminals. Routing protocol, security, medium access scheme, energy management, quality of
service, self organization, protocol multicasting, scalability are some of the challenges that are taken into account for
designing a MANET. Dynamic behavior, link stability, node mobility and frequently changing topology of MANET make the
routing core issue. An effective routing algorithm helps to extend the successful deployment of mobile ad hoc networks.

INTRUSION DETECTION SYSTEM IN MANET

Due to the limitations of most MANET routing protocols, nodes in MANETs assume that other nodes always cooperate
with each other to relay data. This assumption leaves the attackers with the opportunities to achieve significant impact on
the network with just one or two compromised nodes. To address this problem, Intrusion Detection System (IDS) should
be added to enhance the security level of MANETS. If MANET can detect the attackers as soon as they enter the network,
we will be able to completely eliminate the potential damages caused by compromised nodes at first time. In this section,
we mainly describe three existing approaches, namely, Watchdog [6], TWOACK [7] and AACK [2].

Watchdog and Pathrater

Marti et al. [6] proposed a scheme named Watchdqg
malicious nodes. In fact, the watchdog scheme ig
serves as an intrusion detection system for MAR i pcting malicious nodes misbehaviors in the
network. Watchdog detects malicious misbeha
node overhears that its next node fails to forward iod of time, it increases its failure counter.
Whenever a node’s failure counter exceeds a pre-de 'dog node reports it as misbehaving. In this
case, the Pathrater cooperates with t i ig future transmission. Nevertheless,
as pointed out by Marti et al., the iors with the presence of the
following: 1) ambiguous collisions; 2
collusion; and 6) partial dropping.

TWOACK

e throughput of network with the presence of

With respect to the proposed new approaches to solve these
issues. TWOACK i Rg them. On the contrary to many other
schemes, TWOA i S pning to resolve the receiver collision
and limited trans inks by acknowledging every data

packets transmitt
a packet, each n
away from it down

AACK

Based on TWOACK,
Roubaiey et al. [2]. Si
considered as a combinal
scheme called ACK. Com
maintaining or even surpassing

EAACK

After AACK scheme, E.M. Shakshuki et al. [ sed Enhanced Adaptive ACKnowledgement (EAACK) scheme, they
introduce digital signature to prevent the attacker from forging acknowledgement packets. EAACK is consists of three
parts, namely, ACK, secure-ACK (S-ACK) and misbehavior report authentication (MRA). ACK is basically an end-to-end
acknowledgment scheme. It acts as a part of the hybrid scheme in EAACK, aiming to reduce network overhead when no
network misbehavior is detected. S-ACK is an improved version of the TWOACK scheme. The principle is to let every
three consecutive nodes work in a group to detect misbehaving nodes. For every three consecutive nodes in the route, the
third node is required to send an S-ACK acknowledgment packet to the first node. The intention of introducing S-ACK
mode is to detect misbehaving nodes in the presence of receiver collision or limited transmission power. The MRA
scheme is designed to resolve the weakness of Watchdog when it fails to detect misbehaving nodes with the presence of
false misbehavior report. The false misbehavior report can be generated by malicious attackers to falsely report innocent
nodes as malicious.

RELATED WORK

Evaluating and Comparison of Intrusion in MANET

ng the route is required to send bac owledgement packet to the node that is two hops
ute.

edgement based network layer scheme which can be
al to TWOACK) and an end-to-end acknowledgement
ntly reduced network overhead while still capable of

Prevention methods like authentication and cryptography techniques alone are not able to provide the security. Intrusion
detection can be classified in two classes [5] based on data collection mechanisms and based on detection techniques
Based on detection techniques: there are three board categories: misuse detection, anomaly detection, and specification-
based detection.
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Mitigating Routing Misbehavior in MANET

Two techniques are used to improve throughput in an ad hoc network in the presence of nodes that agree to forward
packets but fail to do so. Detect misbehaving nodes. One solution to misbehaving nodes is to forward packets only
through nodes that share a priori trust relationship. Another solution to misbehaving nodes is to isolate these nodes from
actual routing protocols for the network. The techniques used are to detect the presence of nodes that agree to forward
packets but fail to do so. Here watchdog is used, that identifies misbehaving nodes and a Pathrater that helps routing
protocols avoid these nodes. The two techniques increase throughput and the overhead transmission.

New Trust based Security Method for MANET

Secure routing is the milestone in mobile ad hoc networks. Routing is always the most significant part for any networks. A
trust based packet forwarding scheme for detecting and isolating the malicious nodes using the routing layer information.
Trust management is a multifunctional control mechanism. It uses trust values to favor packet forwarding by maintaining a
trust counter for each node[10]. A trust based security protocol attains confidentiality and authentication of packets in both
routing and link layers of MANETSs. A node will be punisheddg ded by decreasing or increasing the trust counter. If
the trust counter value falls below a trust threshold, the ermediate node is marked as malicious.

An Intrusion Detection System for MA

ile wireless Ad hoc networks

An enhancement of the Watchdog/ Pathrater for, sion Detection |

(MANET).They describe about attacks mainly

® Route logic compromise
EG: Misrouting, Black Hole

® Traffic pattern distortion

® Routing

® Routing
Detecting an

A Network Intrusio ks or intrusions. The network is also a pathway
for intrusion. It follo attacks. It is an alert device in the event of
attacks directed to ets transmitted over the entire network by
promiscuous mode of signatures. It also incorporates functionality to
detect installed adapters ture, pause capture and clearing captured data is shown
in the screen shots.

EXISTING SYSTEM

To introduce new approach to the f intrusion detection system EAACK was introduced using
digital signatures and RSA concepts. E wledgement based IDS. EAACK requires all acknowledgement
packets to be digitally signed before they are sent out, and verified until they are accepted.

PROPOSED SYSTEM

As the existing approach had defects, a new scheme can be proposed where all acknowledgement packets will be
encrypted as well as also provide integrity using 3GPP algorithm. The algorithm named as confidentiality (f8) for
encryption and integrity (f9) for authentication. These algorithms provide a high level of security within the 3GPP context,
meet their implementation requirements- in particular, allow a low power, low gate count implementation in hardware. The
designers have therefore deliberately avoided over-designing the algorithm. They wanted the algorithms to be secure
against all practical attacks, and carefully decided not to over-complicate them just to provide a very high security margin
against unrealistic theoretical attacks. Types of attack against the underlying block cipher KASUMI were particularly
considered: linear cryptanalysis,[] differential cryptanalysis, and variants such as impossible differentials, “miss in the
middle”, etc, higher order differential cryptanalysis and interpolation, including probabilistic higher order analysis,
identifying any classes of weak keys. Proposed scheme is a hybrid cryptographic scheme that uses both f8 algorithm for
secure communication and f9 algorithm to authenticate other nodes.

CONCLUSION

entire network. It successfull
and compares the traffic wit|
stem, selecting adapter fi
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In this paper, we have discussed some of the IDSs in MANET with their merits and demerits. As we know Packet dropping
attack has always been a major threat to the security in MANETs. We are proposing a scheme using the f8 and 9
algorithms to provide the confidentiality and authenticity, respectively, in concern to security in MANET.
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