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ABSTRACT

In most of the digital image watermarking schemes, it becomes a_cos
basically a norm in cryptography. Such consideration in devele ion of a watermarking scheme may severely affect the
performance and render the scheme ultimately unusable. gcess of embedding watermark into an image such
that the embedded watermark can be extracted later. Log ession attae gital watermarking are one of the major issues in
digital watermarking. Cheddad et al. proposed a robug f self-embedding gl which is resistant to a certain amount of JPEG
compression. Our experimental results show that the 0 to JPEG compression attacks and not resistant
to other lossy compression attacks such as Block Trun ar Value Decomposition (SVD). Therefore we
improved Cheddad at all’s. Method to give better protectio pression attacks.
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INTRODUCTION

Today, many photo ag i i access to the images. They typically create web
pages of thumbnails ion i er, this kind of ultimate flexibility to avail
digital images faci i v problem of unauthorized access to the
information. But, i icati i ntent. Watermarking schemes in their
early days, buildin
(i.e., hidden) and ci
essence of such an

apractice to address security in terms of robustness, which is

processing tools”[1]. In digital image watermarking, the
in the cover image imperceptibly, and ii) its robustness
rceptibility) and robustness has become a common
atisfy the necessary security requirements. Thus,
chemes, for example [2-4]. In some application
irements. However, the big-assumption — just mentioned, does
king in a number of applications. For example, copyright
king are some that gained much attention recently in the field.
g that result in variations in the underlying algorithms. These
0 those variations in requirements of different watermarking
watermarking performance. A good example in this context is
robustness and security that we are particulal imit our attention to in this paper. The content of water marked digital
images can be easily attacked by using image pro operations such as lossy compression. Invisible watermarking requires a
reasonable robustness against compression attacks. Lossy compression algorithms tend to remove invisible information that can be
related to the watermark. Watermark robustness under image compression is an essential issue for image content protection. Therefore,
watermarks should combine invisibility and robustness simultaneously. Recently Cheddad et al [6] proposed a method to protect the
digital image itself using a secured robust self embedding technique. In their method, a halftoned version (black and white image) of
the original image is used as watermark. The calculated watermark is embedded in the 2D Haar DWT of the original image and the
watermarked image is obtained. Then the Wavelet-based Inverse Half toning via De-convolution (WInHD) is used on the extracted
watermark from the watermarked image to recover the approximation of the original image. This is a blind watermarking scheme as
the original image is not needed for the recovery process, see Figure 1.

practice in digital ima
improving robustness
scenarios, this may be sti here there are no strict securit
not satisfy various securi ents of digital image w.
protection, content authentica ity control, and transactj

variations are often expected, alth
parameters aiming at a particular sce

98| Page wWww.ijctonline.com



Council for Innovative Research International Journal of Computers & Technology
www.cirworld.com Volume 4 No. 1, Jan-Feb, 2013 ISSN 2277-3061

a g
. ,

e T S B

’

Tongnicn

Woken ook,
M Fosnt?

Dedac

oternonk

Pt
Wokerr ey

Cugnot

Wonan waioed Dy ociedd
moge maoe Werterr ol
moge
dotesnon Woternosk
(o ls TE (Gaasssany
Nobes Dbl Puiases Bamid
on 0ood) on 3000

Fig-1
JPEG 2000 is one of the modern lossy compression me
is resistant to JPEG compression attacks to a certain ¢

75% [6]. There are no experimental results shown fo
and Singular Value Decomposition (SVD) etc. Our exp@

As the Cheddad et al. method is DWT based,; it
thod is resilient to JPEG compression up to 80-
jues, such as Block Truncation Coding (BLC)
ddad at all’s method is not robust to BTC and
and experimental results prove that our method

image is preserved as entir ual content meaning
remains preserved. In is gi i i i achieved by making use of cryptographic hash
function. Cryptograp igital si extract a resume or digest from the message
data to be protecte Authentica-tion (MCA), uses a secret key

and permits signat i MDC), is calculated without a secret
key. Since MCA fi i br asymmetrically encrypted, interest
is given here to M ewmon reversible), and from a message of
arbitrary length the
Hash Algorithm) th
the same hash, is upp
a very die rent signatur
(Rivest Shamir Adleman
and decryption. One of the
only one individual. In orde
recipient. Upon reception, only
that case. The RSA algorithm all
message thanks to the public key. Sinc

that is the probability to and another message with
in that a slight deference in a message will lead to

etric system. The system uses two deferent keys for encryption
nown to everyone, and the other, the private key, is known to
happen is to encrypt the message with the public key of the
message with his private key. Data congeniality is ensured in
n private key (signature). In this case, everyone can read the
only person who could have encrypted it with his private key: the
sender has signed the message. In DICO Communications in Medicine), the standard of reference for medical
image storage and sharing (medical.nema.org), t a digital signature problem based on the RSA. This problem is combined
with the RIPEMD-160, MD5, or SHA-1 hashing functions to generate a MAC (Message Authentication Code), which is encrypted
using a private RSA key. This digital signature is actually stored in the header of a DICOM image _le. Hal-00447047, version 1 - 14
Jan 20104 reversibly watermarking a cryptographic hash within a medical image leads to the integrity control process illustrated in
Fig. 1. A hash of the image | to be protected is calculated making use of a cryptographic hash function H (H(I)) and is then embedded
in | leading to the watermarked image Iw. At the variation stage, the watermark reader extracts the hash H (1) and removes the
watermark from lw obtaining the restored image Ir. H (1) is compared to H (Ir). If H (I) and H (Ir) are equal then Ir is said to be
identical to I; if not, the system states that the image has been modied. The hash can be calculated on the image pixel gray values or on
the full representation of the document. In the latter case the integrity will also depend on the image format.

, the public key, is meant
0 a recipient, all that n
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CONCLUSIONS

In this paper, we discussed and analyse rity and robustness. We started
with figuring out the problem status in va i elp of statistical analysis,
we demonstrated the research status and gen h. The analyses help
realize that even having the similac i i lesser attention to
the security problems su i sly influenced by the
original assumption wi inni xplore how addressing security requirements

in terms of achievin igital i rmarking scheme, we posed a key question
in the problem do
and robustness to
each other. This
watermarking schel
complete framewor
promote necessary a\
future research. Since lete assessment of the parameters for our future
work, we expect to dev igi
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