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ABSTRACT:

For many organizations, keeping data private and secure has also become a compliance requirement. Cloud providers
offering Infrastructure as a Service (laaS) and Platform as a Service (PaaS) offer a “shared responsibility” model for
customer applications and data, so companies that are migrating to the cloud are responsible for finding a solution. This

research paper proposes a system, which combines encryption with key management to protect critical data in public,
private and hybrid cloud environments.
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1. INTRODUCTION:

There are many compelling reasons to migrate applications and data to private or public clouds: scalability, agility,
cost savings etc. Any organization that is migrating data to the cloud needs to manage the risk to data at rest with a
robust solution for data encryption and encryption-key management. Securing data — at rest and in use — is simpler when
it is located within the four walls of a data center. Once it is moved to the cloud, it becomes vulnerable to a number of new
threats ranging from stolen administrator credentials to new hacking techniques. For many organizations, keeping data
private and secure has also become a compliance requirement. Cloud providers offering Infrastructure as a Service (laaS)
and Platform as a Service (PaaS) offer a shared responsibility model for customer applications and data, so companies
that are migrating to the cloud are responsible for finding a solution. In this context introducing the risks to data in the
cloud comes up with an idea of proposing a system, which combines encryption with key management to protect critical
data in public, private and hybrid cloud environments. This system mainly uses three core technologies to deliver trust in
the cloud:

- Robust, standards-based data encryption with a convenient, fast and simple management interface.
- Cloud-ready key management using Split-Key Encryption
- Homomorphic key encryption techniques that protect keys even when they are in use.

Each of the above plays a vital role in ensuring that the data is safe and encryption keys are protected, both when in
storage and when in use in the cloud. Together, the proposed system can be treated as a solution that offers the
convenience of encryption and key management in virtualized environments.

2. CHALLENGES OF SECURING DATA IN THE CLOUD

Data encryption is one of the most important methods of protecting data at rest in the cloud. In order to select the
most effective solution, it's important to understand the primary challenges of encrypting data in the cloud.

2.1 Managing the encryption process

For complex applications with large amounts of data, the most time-consuming aspect of data encryption is
management: deployment, set-up, adding and removing disks, etc. An effective encryption solution can reduce the time
required from each of these tasks from hours to minutes.

2.2 Securing the data lifecycle

Whether in use or at rest, both the data and the encryption keys must be handled and deployed correctly. An
effective encryption solution must address every stage in the lifecycle.

2.3 Delivering high performance

To ensure that the quality of service for the cloud applications meets expectations, the encryption solution must
offer very high performance.

2.4 Ensuring trust in the cloud

The problem with hosting key management in the cloud is one of trust. For both security and compliance
reasons, one cannot afford to allow a third party to manage your keys. In order to benefit from the convenience and low
cost of cloud-based key management, a sophisticated solution that leaves the root of trust in hands alone is needed.

2.5 Storing and managing the encryption keys

Every time the application accesses the data store, it needs to use encryption keys. There is generally one key
per disk or data store and all of them must be managed on a key management server. Hosting a key management server
in the data center is expensive, undermining the cost benefits of cloud applications.

2.6 Protecting the keys from theft when they are in use

Encryption keys are vulnerable at two points — when in storage, and while in use. A truly effective key management
solution will be able to protect the keys at both times.

3. DATA ENCRYPTION

The most secure data encryption solutions must support all of the major business systems are full disk encryption,
database encryption, file system encryption, distributed storage encryption and even row or column encryption. The
system above applies the same encryption technology to all of these needs.

Whenever an application (such as a database server) writes a disk block, it goes through the virtual data system,
where the data is encrypted and sent to the disk volume. The plain text data is never written to persistent storage. All
requests to read data from the disk get sent to the virtual data system, which reads the encrypted data blocks, decrypts
them and then sends the plain text data back to the requesting application.
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The system provides the unique ability to invisibly hook the encryption solution between the data storage and the
application or database servers in the cloud. Once permission is granted, the encryption solution is transparent to the
application and can be integrated quickly and easily without any application changes at all. The system uses Advanced
Encryption Standard (AES) encryption algorithm with a 256-bit key. Multiple blocks are chained using Cipher-Block
Chaining (CBC), and the Encrypted Salt-Sector Initialization Vector (ESSIV) scheme is used to counter so-called
fingerprinting attacks. It is also possible to configure the system to use alternate encryption algorithms as needed.

The Proposed solution can also encrypt several different types of data on-the-fly:

e Disk volumes, which can be exposed to applications as Network File System (NFS) disks, or as Windows shares
(CIFS volumes).

e Disk volumes configured as a Storage Area Networks (SAN). This is a common way to configure storage for
database servers.

e Distributed storage, where applications normally write the whole file into a Web Service, and benefit from
extremely high durability.

4. KEY MANAGEMENT USING SPLIT - KEY ENCRYPTION

As the entire operation is dependent upon the security of the keys, it is sometimes appropriate to devise a fairly
complex mechanism to manage them. If a single individual is involved, often direct input of a value or string is sufficient.
The memorized value will then be provided as re-input to retrieve the data, similar to password usage. Sometimes, many
individuals are involved, with a requirement for unique keys to be sent to each for retrieval/decryption of transmitted data.
In this case, the keys themselves may be encrypted. To encrypt data, the system performs the encryption algorithm on
both the plain text and the secret key to obtain the cipher text: C = EK(P). The best practice is to generate as many
different random keys as practical - e.g. one key per disk volume or object - and to store them securely. Storing the key
next to the encrypted data would be vulnerable to the same attacks as the data. But with the case of cloud applications or
systems, one does not want to store the keys in the cloud with the data, but of course they are needed to access data
stored on the application servers and database servers. Here the cloud based hosted key management system has to
handle this situation without sacrificing trust. This is achieved by using Split-Key Encryption Technique

Split-Key encryption technique protects the keys and guarantees that they remain under customer control and
never exposed in storage. The split-key encryption is similar to the traditional practice used to protect private safe-deposit
boxes at banks around the world. Each safe-deposit box has two keys: one is held by the customer, the other is kept by
the bank. Neither the customer nor the banker can open the safe on their own; both keys are needed at the same
time.This Key Management solution requires two keys. Each data object (such as a disk or file) is encrypted with a unique
key that is split in two. The first part — the Master Key — is common to all data objects in the application. It remains the sole
possession of the application owner and is unknown to the Data System. The second part is different for each data object
and is stored by the Key Management Service provided by the system. When the application accesses the data store, the
system uses both parts of the key to dynamically encrypt and decrypt the data.

Whenever a new application is developed a single Master Key is generated and securely it should be kept as a back
up. The Master Key is used by the system which resides in own cloud account, but it is never transferred into the system’s
Key Management Service. When encryption of a disk volume is done, it receives a new key that is a mathematical
combination of the Master Key and a unique random key created by the system and stored in an encrypted form in the
Key Management Service block. So for each application, the user has to keep track of one master key. For every disk or
data storage object used by the application, the system takes care of generating the second half of the key, and stores it in
the Key Management Service block after further encryption with a private key. To retrieve the encrypted key the system
combines the Master Key with the Second Key to obtain a key that will actually decrypt an object. When an ongoing
access to a data object is no longer required the Management Interface (or API) can be used to lock the object. The key is
then erased, and only the encrypted part is retained in Key Management Service. The object is still protected by both the
Master Key and the Encrypted Key. When the key is needed again, it will be fetched from the key management service
block.

5. PROTECTING ENCRYPTION KEYS USING HOMOMORPHIC ENCRYPTION

Virtual Key Management is the only solution that keeps data and encryption keys safe at all times — even when they
are in use in the cloud. Homomorphic key encryption is a technique that enables mathematical operations to be performed
on the encrypted data. This Key Management enables the system to give the application access to the data store without
ever exposing the master keys in an unencrypted state.

As explained above, each data object is encrypted with a key that has two parts: the Master Key and the Second Key.
When the application needs to access the data store, the System combines both parts of the key by using a mathematical
operation. This would require both parts of the keys to be unencrypted and exposed. However with this system, both parts
of the key are encrypted before and during their use in the system. As a result, the keys are fully encrypted when they are
resident in a user’s cloud account. This technique homomorphically encrypts the master key differently for each instance
of the system. So even if the user’s cloud account is breached or attacked, and the encrypted master key is stolen, it can
never be used to access the data. With Fully Homomorphic Encryption, all mathematical operations can be performed on
encrypted data, but since it requires an enormous amount of computational resources, it is not so feasible. With Partially
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Homomorphic Encryption, only selected mathematical operations are supported, dramatically reducing the computational
overhead. The Proposed solution consists of Partially Homomorphic Encryption so that the most critical link in the
encryption of data in the cloud — the master key — is also encrypted and secure. At the same time, users of the system are
benefitted from fast, reliable performance for their business-critical applications.

6. THREATS IN THE CLOUD

Threats to Cloud Security are widely publicized and they are real; but with this proposed solution, a level of data
protection that is unavailable even in on-premise encryption solutions can be obtained.

All data encryption systems, both in the cloud or in a physical data center, share a common vulnerability — they need
to use the encryption keys and when the keys are in use, they can, in theory, be stolen.

Generally Cloud applications are designed for security. The disks never contain the encryption keys and the memory
is inaccessible — even to the owner. Nevertheless, in the highly unlikely event that a Cloud System is breached and the
encryption key is stolen, only the one data object that is in memory at that time is exposed. In order to access the rest of
user’s data storage, the thief would need the Master Key.

7. CONCLUSION

Data encryption is crucial in providing security to the data in the cloud. But encrypting the data is only the beginning,
where as managing and protecting the encryption keys effectively is vital. An effective data encryption solution must
include:

¢ Robust, fast, yet easy to use data encryption.
e Reliable, cloud-based key management that is cost-effective, but trustworthy.
e Key encryption technologies to protect encryption keys as well as data — both in storage and in use.

The proposed work is the solution to offer cloud-based key management without sacrificing trust. The system requires
two parts of a split key to access every disk. Each part of the key is encrypted to protect it while it is resident in the user's
cloud account using patent-pending homomorphic key encryption technology. With the Master Key, user can retain control
of the encrypted data, without having to install and maintain key management servers on premise.
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